FACILIWORKS EMAIL API

GOOGLE OAUTHZ

BEFORE YOU START

* You must be an Administrator for your company's Google Workspaces account and have access to Google
Cloud to create an Oauth2 application.

* You must be an Administrator in Faciliworks when setting up Email API post installation.

* You must create or have created a Google Cloud project for the FaciliWorks application.

You can configure FaciliWorks to send email using Google, as explained below.

CREATE A GOOGLE CLOUD PROJECT
1. Log into the Google Cloud Console at https://console.cloud.google.com/.

2. Create a Google Cloud Project by clicking on your company name and selecting New project.

3. Name the project FaciliWorks Email API and click Create.

ENABLE GMAIL APIs

Before using Google APIs in your Oauth application, you need to enable them in your Google Cloud project.

1. Log into the Google Cloud console, select your cloud project and then use this direct link to enable
the Gmail API.

If the link above is not working, please follow these steps:

* Navigate to Menu -> APIs & Services -> Enabled APIs & Services.

+ Click Enable APIs and Services.

+ Scroll down to the Google Workspace section and select Gmail API.
+ Click Enable.


https://console.cloud.google.com/
https://console.cloud.google.com/flows/enableapi?apiid=gmail.googleapis.com
https://console.cloud.google.com/flows/enableapi?apiid=gmail.googleapis.com

CREATE OAUTH CONSENT SCREEN

The OAuth consent screen is a prompt that tells users who is requesting access to their data and what kind
of data users are allowing your app to access.

1. In the Google Cloud console, go to Menu -> APIs & Services -> OAuth consent screen.

2. Select the Internal user type for your app and then click Create.

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type
@® Internal @

Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type 2

3. Enter your App Information and click Save and Continue.
4. On the Scopes configuration page, click Add or Remove Scopes.

5. Select the following scopes and then click Update.

API Scope User-facing Description
...Jauth/userinfo.email See your primary Google Account email address
.../auth/userinfo.profile | See your personal info, including any you've made publicly available
openid Associate you with your personal info on Google

Gmail API .../auth/gmail.send Send email on your behalf

6. Click Save and Continue.

7. Review your app registration summary. To make changes, click Edit. If the app registration looks okay,
click Back to Dashboard.

CREATE SERVICE ACCOUNT CREDENTIALS

1. In the Google Cloud console, go to Menu -> APIs & Services -> Credentials.
2. Click Create Credentials -> Service account.

3. Enter a service account name, ID and description, for example:

Service account name: FaciliWorks Email API
Service account ID: faciliworks-emailapi
Service account description: Service account used to send email from FaciliWorks to application users

4. Click CREATE AND CONTINUE.

5. In Grant this service account access to project, add the Owner role and click Done to create the
service account.

6. Click on the newly created service account and navigate to the Keys tab.

7. Click ADD KEY -> Create new key.


https://console.cloud.google.com/apis/credentials/consent
https://console.cloud.google.com/apis/credentials
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Keys

A Service account keys could pose a security risk if
compromised. We recommend you avoid downloading service
account keys and instead use the Workload Identity Federation
[£. Learn more about the best way to authenticate service
accounts on Google Cloud [£.

i Google automatically disables service account keys detected
in public repositories. You can customize this behavior by
using the 'lam.serviceAccountKeyExposureResponse’
organization policy. Learn more [

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies [2.
Learn more about setting organization policies for service accounts 2

ADD KEY ~

1 Create new key

N Upload existing key

Creation date Expiration date

8. Leave the key type as JSON and click CREATE.
9. Save the key in a safe location for later use and then click Close.

10. Navigate back to the Details page of the service account. Expand Advanced settings and copy the
Client ID. This will be pasted into the Google Workspace Admin console later.
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DISABLE SERVICE ACCOUNT

Advanced settings ~

Domain-wide Delegation

A Granting this service account access to your organization's
data via domain-wide delegation should be used with caution.
It can be reversed by disabling or deleting the service account

or by removing access through the Google Workspace admin
console.

LEARN MORE ABOUT DOMAIN-WIDE DELEGATION [2

Client ID: 114567581634069184419 rﬂ

VIEW GOOGLE WORKSPACE ADMIN CONSOLE [2

11. Click the View Google Workspace Admin Console button; this will open a new window to Google
Admin.



12. In the left-hand menu, navigate to Security -> Access and Data Control -> APl Controls.
13. Click Manage Domain-wide Delegation.

14. Click Add New.

Security » APl Controls » Domain-wide Delegation

API clients Addnew  Download client info

15. Add the Client ID and OAuth Directory scope string https://www.googleapis.com/auth/gmail.send
and then click Authorize.

Add a new client ID

|:| Overwrite existing client ID o

https://www.googleapis.com/auth/gmail.send

CANCEL  AUTHORIZE

Once you have configured the service account and given authorization for the service account to send email
on behalf of the organization, you are ready to enter your information in FaciliWorks. Configure FaciliWorks
with the following settings:

+ Authorization: Gmail with Oauth2
+ Application Type: Service Account
+ Service Account Key: Upload your Service Account Key JSON that was saved in step 9.
+ Account Email: Enter the sending account email as which FaciliWorks will send email.
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