
BEFORE YOU START
•	 You must be a Global Administrator for your company’s Microsoft 365 tenant / Microsoft Entra (Formerly 

Azure AD) directory or have at least sufficient privileges to register a new application in Azure Active Directory.

•	 You must be an Administrator in FaciliWorks, if setting up Email API post installation. 

•	 If you have already registered or created an app registration in Microsoft Entra for your FaciliWorks 
application (e.g., you created an app registration in order to enable Microsoft based Single Sign-on or Azure 
AD User synchronization), then you can skip steps 1-4 listed below. Please use the previously registered 
application to modify or add any required configurations as needed. 

RISKS WHEN USING APPLICATION-LEVEL MAIL.SEND PERMISSIONS
This article explains how to configure FaciliWorks to send email using Microsoft Graph with application-
level permissions. There are many good reasons why you may not want to configure application-level  
Mail.Send permissions, the most important of which is that this permission can be used to send email as 
any user from your organization. We suggest you review any risks associated with using Microsoft Graph 
with application-level permissions and ensure application-level permissions is the correct choice for your 
organization. 

You can configure FaciliWorks to send email using Microsoft Graph with application-level permissions as 
explained below.

1.	 Log into https://entra.microsoft.com/.

2.	 In the menu panel, select Applications -> App Registrations.

3.	 Click New registration. 
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4.	 Name the application FaciliWorks and click Register. 

5.	 You should be automatically redirected to the new application settings page; if not, click Overview in 
the left-hand panel. Under the Essentials section, copy and paste the following into a Notepad file:

•	 Application (client) ID
•	 Directory (tenant) ID 



6.	 From the left-hand panel, select Certificates & secrets.

7.	 Click Client secrets and click New client secret. 

8.	 Specify a Description and set the expiration date to 24 months or your desired duration. 

9.	 Copy the secret to the Notepad file BEFORE refreshing the page. Once the page is refreshed, the 
secret cannot be copied any longer.

10.	 From the left-hand panel, select API permissions.

11.	 Click Add a permission. 



12.	 Click Microsoft Graph. 

13.	 Click Application permissions. 

14.	 Scroll down the permissions list and select the permissions from the sections outlined below. Once 
added, click the Add permissions button.

•	 Mail 
> Mail.Send

•	 User 
> User.Read.All



15.	 Click Grant admin consent for <company name> and click Yes on the ensuing confirmation 
message. Verify that the Type column is showing Application permissions. 
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