FACILIWORKS EMAIL API

MICROSOFT OAUTH2 WITH APPLICATION-LEVEL PERMISSIONS

BEFORE YOU START

* You must be a Global Administrator for your company’s Microsoft 365 tenant / Microsoft Entra (Formerly
Azure AD) directory or have at least sufficient privileges to register a new application in Azure Active Directory.

* You must be an Administrator in FaciliWorks, if setting up Email API post installation.

* If you have already registered or created an app registration in Microsoft Entra for your FaciliWorks
application (e.g., you created an app registration in order to enable Microsoft based Single Sign-on or Azure
AD User synchronization), then you can skip steps 1-4 listed below. Please use the previously registered
application to modify or add any required configurations as needed.

RISKS WHEN USING APPLICATION-LEVEL MAIL.SEND PERMISSIONS

This article explains how to configure FaciliWorks to send email using Microsoft Graph with application-
level permissions. There are many good reasons why you may not want to configure application-level
Mail.Send permissions, the most important of which is that this permission can be used to send email as
any user from your organization. We suggest you review any risks associated with using Microsoft Graph
with application-level permissions and ensure application-level permissions is the correct choice for your
organization.

You can configure FaciliWorks to send email using Microsoft Graph with application-level permissions as
explained below.

1. Log into https://entra.microsoft.com/.
2. Inthe menu panel, select Applications -> App Registrations.

3. Click New registration.
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4. Name the application FaciliWorks and click Register.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I FaciIiWorksi v

Supported account types

‘Who can use this application or access this API7
@ Accounts in this organizational directory only (CyberMetrics Corporation only - Single tenant)
@ Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ | | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

5. You should be automatically redirected to the new application settings page; if not, click Overview in
the left-hand panel. Under the Essentials section, copy and paste the following into a Notepad file:

* Application (client) ID
* Directory (tenant) ID
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6. From the left-hand panel, select Certificates & secrets.

7. Click Client secrets and click New client secret.
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Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (0) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pa
Mew client secret
Description Expires Value © Secr

Mo client secrets have been creatad for this application.

8. Specify a Description and set the expiration date to 24 months or your desired duration.

Add a client secret

Description

Expires

X

| Enter a description for this client secret |

| 730 days (24 months) R |

Recommended: 180 days (6 months)
90 days (3 months)

365 days (12 months)

545 days (18 months)

730 days (24 months)

Custom

9. Copy the secret to the Notepad file BEFORE refreshing the page. Once the page is refreshed, the
secret cannot be copied any longer.

10. From the left-hand panel, select APl permissions.

11. Click Add a permission.
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@ Expose an AP

& App roles

ke

Owners

Applications are authorized to call APIs when they are granted permissions by users/ad|

Configured permissions

all the permissions the application needs. Learn more about permissions and consent

Add a permission " Grant admin consent for CyberMetrics Corporation
APl / Permissions name Type Description
~v Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile




12. Click Microsoft Graph.

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

\_—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
N

Access Microsoft Entra D, Excel, Intune, Cutlock/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
through a single endpaoint.

13. Click Application permissions.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

14. Scroll down the permissions list and select the permissions from the sections outlined below. Once
added, click the Add permissions button.

* Mail
> Mail.Send
* User
> User.Read.All R
User.DelsteRestore.all ()
Delete and restore all users
N Mail (1) User.EnableDisableAccount.All O

) Enable and disable user accounts
Mail.Read &

Read mail in all mailboxes

U

User Export.all O

Export user's data
Mail.ReadBasic O

. . . Userlnvite. All O
Read basic mail in all mailboxes ~

Invite guest users to the organization

Read basic mail in all mailboxes UserManageldentities.All O
Manzage all users” identities
Mail ReadWrite O
User.Read.all O

Read all users’ full profiles

B 0O 0O 0O O O

Read and write mail in all mailboxes

Mail.Send &
Send mail as any user

U
0 Mail.ReadBasic.All O
O
=2

User.ReadBasicall O
Read all users' basic profiles

User.Readwrite All O

Read and write all users full profiles

UserRevokeSessions.all (O

O O o

Revoke all sign in sessions for a user

> Virtual AppointmentNotification




15. Click Grant admin consent for <company name> and click Yes on the ensuing confirmation
message. Verify that the Type column is showing Application permissions.

Configured permissions

Applications are authorized to call &PIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission ~ Grant admin consent for CyberMetrics Corporation

APl / Permissions name Type Description Admin consent requ... Status

v Microzoft Graph (2)

Iail.Send Application  Send mail as any user Yes @ Granted for Cyberetric | ==
User.Read.All Application  Read all users’ full profiles Yes @ Granted for Cyberetric | ==
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