FACILIWORKS SMS CONFIGURATION

Faciliworks may be configured to send SMS messages to users. SMS functionality in FaciliWorks includes
program notifications and multi-factor authentication messages.

Faciliworks SMS functionality can be configured at two different levels, either global or organizational. The
explanations below describe the differences between them.

+ Global: The global configuration applies to all organizations and application sites configured in FaciliWorks.
*To use SMS for two-factor authentication, SMS will need to be configured at the global level.

+ Organizational: SMS settings may be configured per an organization that is listed in the My Organizations
section within the Organization Admin Portal. This is useful if your company has sub-companies using
FaciliWorks and needs the ability to configure separate settings for each organization.

It is possible to have a global configuration set as well as organizational configuration. If settings are configured
per organization, that setting always takes precedence over the global configuration.

Please see the instructions below for configuring SMS capabilities in FaciliWorks.

GLOBAL SMS CONFIGURATION

1. Log into FaciliWorks as an Organization Admin.
2. Navigate to the Organization Admin Portal.

3. You will be automatically directed to the My Organizations menu. Expand SMS and click on
Configuration from the left menu navigation.

4. Select the desired provider from the drop-down list. See the provider options and configuration
sections later in the article.

5. Enter the appropriate settings for the provider chosen.
6. Toggle the Enabled setting and click the Save icon at the top right.

7. Send a test SMS by clicking the Test Message button (conversation bubbles icon). Enter the phone
number with the country code to which you want to send the test (do not enter any dashes or spaces
in the phone number) and then click Send.

ORGANIZATIONAL SMS CONFIGURATION

To enable and configure SMS functionality within FaciliWorks, the SMS functionality must first be enabled at
the organization level. To enable SMS for the organization, please do the following:

1. Log into FaciliWorks as an Organization Admin.

2. Navigate to the Organization Admin Portal.



3. You will be automatically directed to the My Organizations menu; select your organization from the list.
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4. In the Information tab, toggle the Configure SMS setting and then click the Save button at the top.
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Now that the SMS functionality has been enabled at the organization level, it can be configured:

1. Use the App Switcher to switch to the Company Admin Portal.

In the left-hand menu, expand Configuration and select the SMS Configuration menu item.
Select the desired provider from the drop-down list.

Enter the appropriate settings for the chosen provider.

Toggle the Enabled setting to Yes and then click Save at the top right.
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Send a test SMS by clicking the Test Message button (conversation bubbles icon). Enter the phone
number to which you want to send the test (do not enter any dashes or spaces in the phone number)
and then click Send.



AMAZON PINPOINT SMS/VOICE V2 (END-USER MESSAGING)

AWS End User Messaging is an application-to-person (A2P) SMS, MMS and voice messaging service by AWS.
It can be configured to provide SMS capabilities within the FaciliWorks application. For more information and
configuration instructions, please see the AWS documentation here:

https://docs.aws.amazon.com/sms-voice/latest/userguide/.

Once End User Messaging has been configured in AWS, copy the following settings into the noted fields in the
FaciliWorks SMS Configuration screen:

* Region (Required): Select the AWS region in which End User Messaging has been configured.
* Access Key ID (Required): Enter your Access Key ID from the IAM user in AWS.
+ Secret Access Key (Required): Enter your Secret access key from the IAM user in AWS.

+ Origination Identity (Required): Enter the Phone Number ID or Phone Pool ID configured in AWS End User
Messaging.

+ Opt-out List Name (Required): Enter the opt-out list name. You may enter “Default” if using the default opt-
out list provided by AWS.

+ Configuration Set Name (Required): If a configuration set has been configured, you may enter the
Configuration Set Name to apply it to the FaciliWorks configuration.

+ Allowed Country Codes (Optional): Select countries to which messages can be sent. If nothing is selected,
messages can be sent to all other countries.

AMAZON SNS

AWS SNS is an AWS-managed service that provides multiple communication channels for publishers

to communicate with subscribers. These channels include but are not limited to email, SMS and push
notifications. Amazon has released the End User Messaging platform and recommends using End User
Messaging over AWS SNS.

For more information and configuration instructions, please see the AWS documentation here:
https://docs.aws.amazon.com/sns/latest/dg/

Once SNS has been configured in AWS, copy the following settings into the noted fields in the FaciliWorks SMS
Configuration screen:

* Region (Required): Select the AWS region in which End User Messaging has been configured.
+ Access Key ID (Required): Enter your Access Key ID from the IAM user in AWS.
+ Secret Access Key (Required): Enter your Secret access key from the IAM user in AWS.

+ Allowed Country Codes (Optional): Select countries to which messages can be sent. If nothing is selected,
messages can be sent to all other countries.


https://docs.aws.amazon.com/sms-voice/latest/userguide/
https://docs.aws.amazon.com/sns/latest/dg/

TWILIO

Twilio is @ managed communications platform that provides pay-as-you-go services for messaging, voice and
email. FaciliWorks can be configured to utilize Twilio to send SMS notifications from FaciliWorks.

You may configure Twilio using the following instructions. It is important to note that CyberMetrics does
not maintain or utilize Twilio for its services. These instructions were current when this document was
created; however, Twilio may change or update their service or layout at any time.

1. Log into Twilio and navigate to Messaging ->Services.
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2. Create a new messaging service by clicking Create Messaging Service.

3. Enter an appropriate messaging service name, for example, FaciliWorks CMMS and then select Notify
my users from the drop-down list. Click Create Messaging Service to proceed.

Messaging Service Setup

Messaging Services are containers that bundle messaging functionality for your specific use cases.
You can edit this setup information at any time inside your Messaging Service.
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4. In Step 2, click Add Senders. From the pop-up, select the appropriate sender type for your needs and
click Continue.

Messaging Service Setup

Messaging Services are containers that bundle messaging functionality for your specific use cases.
You can edit this setup information at any time inside your Messaging Service.

Step 1 Step 3 Step 4

P Step 2 P P
Crea?e Messaging Add senders _Set up ) fﬁ«dd compliance
Service integration info

Sender Pool

A Sender represents a channel, number type, or messaging type that can receive and send
messages using the Twilio Messaging API. Messaging Services come with built-in features to help

you select the best Sender for your use case and scale your application
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5. Select the configured phone number/short code and then click Add Phone Numbers.
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6. Click Step 3: Set up integration to continue with the service setup.

7. On the Integration page, select the Send a webhook option. In FaciliWorks, navigate to the SMS
Configuration screen and select Twilio from the drop-down. Copy the Webhook Request URL from
Faciliworks and paste it into the Request URL in the Twilio Integration page.
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These messages will still trigger “Inbound Message - Received” events that can be subscribed to using
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We'll only use this if the Request URL fails to respond.

8. Click Step 4: Add compliance info to proceed. On Step 4, click Complete Messaging Service Setup
to complete the setup.



9. Now that you have created the Twilio messaging service, copy the following information from your
Twilio account into FaciliWorks and save the configuration.
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+ Account SID: This can be found in your Account Dashboard.
+ Authentication Token: This can be found in your Account Dashboard.

+ Messaging Service SID: This can be found by viewing the messaging service information. The SID is
listed in the services pane when you navigate to Messaging ->Services after the service is created, or
can also be found on the Properties page within the service.

+ Send a test SMS to ensure the SMS functionality is active and functioning.
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